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Abstractor JP200020S892 (A) 
PROBLEM TO BE SOLVED: To pr 
information of a product to resist an effort for 
concealing a symptom such as tampering (illegal 
tearing) ortlie iil<e, by sensing data regarding a 
state of an environment of an object (product) by a 
sensor, encoding a signal from the sensor and 
recording the signal. SOLUTION: A smart card 101 
mounted on a product is energized by a small power 
source such as a battery 102 or the like, in addition 
to constituents such as a memory 103, a processing 
unit 104, an encoding module 107 and the like, a 
sensor 105 for detecting a change of the product or 
an environment caused by tampering is provided. In 
the module 107, an encryptlonal algotithm sudi as, 
for example, Menezes, Oorschot or the like is used. 
The overall carel 101 can be protected by a tamper- 
proof package 1 09.; Recording data is encoded to 
provide a history of a physical event of the product. 
A person having a key can take out data by anyone, 
and can decide the state of the product. 
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MiO/;k-r« d h<D{}f^j:< b 1> 1 oS:«|Jt}-ri. , ±M 
( 1 ) fclB@£7)tt&, 

( 6 ) inB^:^i-'x^ «i^ii«#iSift-C'$> 0 . lii 

±ia (1) t;:isaco:r^„ 

( 7 ) ^7-i/'x ^ h t fcJilulB^ T'i^^x ^ b cOS^co^^ 
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(8) luiBiS'ti^ST-coieiic^fft:. frfsr- 

i t/fif BMi!cc7)|frf BfiiT) a ^OiJ'-'^r < i: 1 1 ^Hf 
^itthx^'vr^^ts. ±IB (7) l:IB®o^:^v 

-b • ^yi.zmL'ktmL. urn turn. 

(9) ^ ^iz^ mimmxT-^rpi^<7)imi^-ri 

xy-'yTiists. ±fB ( 7 ) tclBiJ^oS«xv- h • 

(10) SI^Mi:. ifflEiei^Efc^i^Sr^J^MS 

^y^b. mmmtiMzimmmmz^izmt 

A, 

(11) ^i^jt, HfriB-fe>^*»'?>^^MiBfi^t:#ffl-f^ 

h^#tf. ±IB ( 1 0 ) l,zmtco:^^-V ■ 

(12) friBfi^^^'MiBiB^i^s^^ofaiit^Rg-r^iHi 
^mim^izmti. ±fB ( 1 1 ) i,z^m(^x^-h 

(13) Tj-yj/'x^ ho«.«^fiJS-ti.!tJ6Mafi-^ 
^jL- .y h^-mflBfi^l^f^ffl-rs. ±fB ( 1 1 ) izm 

(14) ^^t,z. fifB^&a^-'y 

m^m^m^mwi^ts. ±ib ( 1 1 ) ^zimco 

(15) M^^^at;:. ^^xTi^^^^if^ttil. 

±fa ( 1 4 ) izMimcox-?- Y-^^f- -fe^a ur >f • 

(16) MiBXV-b • ^^if. n.-(^-y^}-:iVWmz 

±iB ( 1 0 ) tiatgc^xv-b -^^ 

(17) frfB-ty-^-s&^'^fBiiS^i.Sfi-tiO'?-*! 
ggt^SI. 5 • >y h ^#tf . JJB ( 1 0 ) 

(18) itrlB-ty^f-^)^". |rnE-<ry^f«?)J^fflc^E:'3<^^'ft: 
\.xm^'^mzm'%:m>^-h'^y^is^^ts: 



•S. ±fB ( 1 0 ) icEm^OXV- b • ■ -fe^ A Ut" 

(19) H«iB-lri^^?T&^. MIBHry-tf^^D^TKfti&^'^-ftt 

tzn\,zw^w^mz<m-mh%'^y^i)-^t£i.. ± 

IB (10) tiB«fiO:^v-b ■ ^/--b^jLUr^f • 

(20) friB-fey^f^^ «g«§tL:^cJi^t;t>rfBiBi^g 
t;fi^&jil.«mS^/&^'^'Srl., ±IB ( i 0 ) \zwm 

(2 1) $A>tc. pIB-fedfAUr-f ■ l/X^Uzi.-}X 
fil^$fLl,5j-ri-'x^J'btll^<0. mfEIBIt^Ml^I'C'Bf 

■^-ft:$ii/SilSil:3-F^-#tf. ±fE ( 1 0 ) \zim<^x 

(22) lil^'J3- -If n«rn h ^/l^SrfiSffl 
LTlglES^iS. ±£(21) t=IE«iO;^v-h • 

(23) 5!-y'>'x^ b ^/i{4filE:tri/'x ^ hC0ig«c7) 

>y -9- fc . IE't^Kt:l(iiST- t MIBr - ^J' i^miBilic 
0<g^^lB1i1"l>^^*^lB1f^Ki:S:-^t^. s^mizhfz 

hmm:rz^^ifhi,zm-^m^. mmt^Ji^xm^ 

[HI ] igiatixo#}t^>n/c>!.v-h • ^^^mtm 
nmxhh, 

[02] 01l:^$ti;t:^v-h ■ ^/copilfflSrS^-rT 

10 1 x-r-b • 
10 2 

103 (^^{iiBi^lI) 

104 MS^-'/b 

105 -fey-r 

106 Mfp 

107 iif-^-fl:^~>'A-;P 

10 9 ^' ■ r;w-7 ■ ^—v 

110 Mffi 
111 
1 1 3 
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